Bit-Upset Vulnerability Factor for eDRAM
Last Level Cache Immunity Analysis
Navid Khoshavi, Xunchao Chen, Jun Wang and Ronald F. DeMara
College of Engineering and Computer Science
University of Central Florida, Orlando, FL
{nkhoshavi, xchen, jwang, demara} @eecs.ucf.edu
Abstract—Whereas contemporary Last Level Cache (LLC)
designs occupy a signiﬁcant fraction of total die area in chipmultiprocessors (CMPs), approaches to deal with the vulnerability increase of LLC against Single Event Upset (SEU) and
Multi-Bit Upsets (MBUs) are sought. In this paper, we focus on
reliability assessment of eDRAM LLC to propose a more accurate
and application-relevant vulnerability estimation approach compared to conventional LLC SEU analysis methods. In particular,
the eDRAM Bit Upset Vulnerability Factor (BUVF) is proposed
and an algorithm is developed to assess its behavior for soft errors
using experimental benchmark suites. BUVF explicitly targets the
vulnerable portion of the eDRAM refresh cycle where the critical
charge varies depending on write voltage, storage and bit-line
capacitance. Results for the PARSEC benchmark suite indicated
that vulnerable sequences account for about 27.2% of data array
lifetime in the cache, among which the Read-Read (RR) access
sequence contributes about 23.4%. Furthermore, regardless of
the size of the vulnerable data set located in an RR sequence
over a short interval, the corresponding region of cache is seen
to contribute negligible vulnerability to BUVF, which results from
spending a small fraction of program execution time undergoing
RR sequences. We recast the problem of reliable eDRAM LLC
design as a straightforward search for reduced BUVF.

I.

I NTRODUCTION

Soft errors can be induced by impacts of energetic particles
that penetrate the silicon substrate and generate electronhole pairs along their tracks. Whenever a the critical charge
(QC ) collects in the cell junction, then it can ﬂip the cell
state and generate a soft error in the memory cell [1]. Even
though the Soft Error Rate (SER) per bit is small, the large
density of Last Level Cache (LLC) increases the SER per
chip. In particular, given roughly 50% of chip is occupied by
cache memory structure, high-dense large-scale LLC, becomes
highly susceptible to soft errors [2]. Moreover, the high potential of residing a data block in LLC for millions of cycles
between two consecutive accesses has signiﬁcantly increased
the vulnerability of LLC cache blocks to soft errors [3].
Recently, large embedded Dynamic Random Access Memory (eDRAM) cache has been introduced as the LLC or L3
cache between L2 SRAM cache and main memory to further
alleviate the core-memory speed gap [3] [4]. The employment
of on-chip L3 eDRAM offers higher cache capacity compared
to SRAM [3] [5] [6] and provides faster on-chip communication through on-chip high bandwidth [7] [8]. The eDRAM
requires periodic refresh operation less than retention time to
prevent data loss due to the leakage of capacitors over time.
The eDRAM cell’s retention time is deﬁned as the interval
between refresh operations at which an eDRAM cell can retain

a reliable bit state [9] [10]. As the feature size continues to
decrease, the eDRAM cell size reduction imposes challenges
to eDRAM design by decreasing the retention time of eDRAM
cell, but also leads to reduced reliability in terms of increasing
the susceptibility of eDRAM cell to the soft errors [11] [12]
[13] [14].
The charge in each a bit cell is refreshed to preserve data
integrity. This means the data stored in eDRAM is required
to be read out and written back into cell by each refresh
operation. Previously, analysis was performed to consider the
write behavior of the cache lines as a mechanism to modulate
the refresh rate relative to the soft error rate [15]. This new
lifetime sequence needs to be investigated to accurately reveal
how different lifetime sequences of cache data contribute to
vulnerability. Additionally, in the case of eDRAM, the refresh
mechanism can also restrict the feasibility of accessing the bit
cell. Given these challenges, we propose a more accurate and
application-relevant lifetime model while taking the refresh
operation scheme for LLC into consideration. One successful
approach that has been utilized with other memory technologies such as SRAM, is classifying the cache line accesses
throughout the residency lifetime [16].
Herein, a lifetime model categorizes the lifetime sequences
to six classes for each data item located in eDRAM LLC.
Each class is designated into one of two groups, vulnerable
and nonvulnerable sequences [16]. A vulnerable sequence
is characterized by the fact that any error that is encountered
during this sequence has the potential to be fetched by the CPU
or saved back to the memory by a write operation. However,
if the exposure occurs during nonvulnerable sequence, failures
visible to the output would not occur.
The proposed model relies on LLC ensemble behavior
analysis using trace ﬁles obtained from PARSEC benchmark
suites running on an extended version of MARSSx86 [10]. The
experimental results show that the a only 24% of LLC access
are vulnerable over the data array lifetime in the cache.
The remainder of the paper is organized as follows: Section 2 describes the eDRAM cell organization and reliability
background. Section 3 introduces our lifetime model used to
compute the vulnerability of data. We analyze and evaluate the
data array vulnerability to soft errors in Section 4. In addition,
the details of experimental results are presented in this section.
Section 5 concludes this work.

BACKGROUND

A. eDRAM Cell Organization and Operation
The eDRAM cache structure is similar to the DRAM
system organization demonstrated in [17]. The eDRAM cells
are organized in a two-dimensional arrays as illustrated in Fig.
1 (a). Each eDRAM cell consists of a dedicated transistor
which connects the bitline wire to its associated capacitor.
The access transistor in a row are connected and controlled
by a wire called wordline.
The following steps are required to access the data stored
in each row:
•

First, all bitline wires need to be precharged to
VDD /2 as illustrated in Fig. 1 (b).

•

As shown in Fig. 1 (c), the row is activated with
wordline overdriven to VDD which follows by connecting all capacitors in the row to their corresponding
bitlines.

•

In the Charge Sharing process, the charge either
ﬂows from capacitor to bitline or vice versa according
to the amount of charge stored in the capacitor.

•

The voltage change in the bitline is detected and
enlarged using the respective connected sense ampliﬁer. As the ﬁnal step shown in Fig. 1 (e), the sense
ampliﬁer drives the bitline entirely either to VDD or
0 V.

B. eDRAM Retention Time for Different Technology Node
The charge of capacitor is lost overtime through access
transistor which makes the refresh operation inevitable for
eDRAM cells. The threshold voltage (Vth ) of the access
transistor plays an important role to determine the retention
time of an eDRAM cell. The high Vth leads to lower leakage
which means the eDRAM cell retains state for longer time
while low Vth provides less retention time due to higher
leakage power. The retention time of an eDRAM cell is deﬁned
as the leakage time at which the capacitor loses α portion of
the stored charge [18] and can be deﬁned as follows:
α
(1)
Tret =
β
where α is the allowable amount of storage charge which a
capacitor can lose and β is the drain current through the access
transistor when it is off. Kong et al. [18] showed that the
eDRAM cell can stay operational while α is equal to 6/10th of
the stored charge. The Tret can also be expressed as in Eq. 2
which comes from [18] and [13].
L
× 10Vth /Sth × 109 /300sec
(2)
W
where W and L are the width and length of the access
transistor channel, and Sth is subthreshold slope. A detailed
explanation of Eq. 2 can be found in [13].
Tret = α ×

As the technology scales down, the Vth of the access
transistor reduces accordingly. Hence, if the Vth is substituted
with a smaller Vth in Eq. 2, the eDRAM retention time is
reduced.
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eDRAM retention time distribution for 45nm and 32nm technology

This phenomenon has been shown in Fig. 2 in which the
probability of a retention failure in eDRAM cell fabricated
by 32nm technology node is higher than 45nm eDRAM cell
(derived from Figure 3 in [18]).
C. Single Event Effect
According to the [19], the injection of a high-energy
particle into the sensitive region of an electronic device may
induce the Single Event Effect (SEE) which probably leads to
the bit-ﬂip of the memory cell. This phenomenon begins with
the collection of the generated electron-hole pairs in the pn
junction through the so-called funneling mechanism as shown
in Fig. 3. While the most of released charges are absorbed in
the struck junction, the remained charges are diffused into the
substrate. In particular, if these impinging charges are collected
by a sensitive node such as the reverse biased drain pn junction
of the access transistor in an eDRAM cell while it is on the
off state, it probably changes the amount of the potential at the
drain node and results in the ﬂip of the initial state [11] [20].
The Radiation-induced Soft Error Rate (SER) can be expressed
as:
SER ≈ Area × expQC /QColl
(3)
where Area is diffusion area of collected charges which is
linearly proportional to the cell size of eDRAM, QC is the
minimum collected charges incurring soft error and QColl is
the collected charges compiled by drift (Qdrif t ) in depletion
layer and diffusion (Qdif f ) from the silicon substrate. As
the size of cell junctions shrinks in eDRAM, the amount of
charge collected decreases due to lowered-depth of sensitive
depletion region. However, the amount of QC decreases even
more rapidly due to the power supply reduction that is used
for increasing the performance of succeeding generation of
eDRAM. Thus, the SER exponentially increases for a new
generation device activated by lowered power supply. Empirical data is presented in [14].
D. LLC Reference Characteristics
The eDRAM LLC is shared by all on-die cores to offer
worthwhile beneﬁts for such workloads exhibiting signiﬁcant
data-sharing. As illustrated in Fig. 4, the time varying behavior of each benchmark shows multiple sequences of cache
reliability issue where some sequences are vulnerable and
some sequences that are not. For example, the streamcluster
benchmark is a read intensive workload in which a high proportion of shared cachelines are accessed by consecutive read
memory operations. Such a cache line generation information
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A lif etime sequence is deﬁned as vulnerable sequence
if an error may propagate out of cache, either to the CPU or to
the lower level of memory hierarchy. Apparently, the ﬁrst four
intervals, RR, WR, WE, and RE can be considered as vulnerable sequences. The reason for this is that if any error occurs
in aforementioned sequences, it has this potential to be either
read by CPU or committed to the memory. On the other hand,
the RW and WW sequences are nonvulnerable sequence
in which if an error occurs, it is simply masked off through
overwritten operation, presenting no program failure.

can be exploited to show the correlation among the LLC access
pattern and the cacheline vulnerability factor.
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A cache line is brought into the LLC on a read or write
miss. Then, it will be accessed either by reads or writes, and
ﬁnally, it will be replaced by a new cache line. According to
the existing LLC reliability analysis methodologies [16] [21],
the lifetime of a cacheline can be categorized into the following
sequences:
•
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LLC memory access for (a) canneal (b) streamcluster.

A

B. The Proposed Lifetime Model for eDRAM Data Array
The critical charge of eDRAM is dependent on storage and
bit-line capacitance, write voltage, and the minimum voltage
difference required by the sense amplier [1]. These factors
make an eDRAM cell vulnerable to soft error for a particular
portion of lifetime sequence unlike SRAM cell which is
vulnerable for the entire sequence period. There are three kinds
of SER modes for an eDRAM cell wherein, if any exposure
occurs it may result in potential errors:
•

•

•

Bit-bar mode: If logic 0 is stored in the cell to be
read and a SEU is injected into bit-bar junction during
bit/bit-bar ﬂoating time, then it can produce bit-bar
mode soft errors.

The error produced is vulnerable exclusively if it occurs in
abovementioned general lifetime sequences because it is either
consumed by CPU or committed to the memory. Thus, to
estimate the vulnerable sequence of eDRAM, it is necessary to
integrate the existing lifetime model with the SER modes for
eDRAM. In order to estimate the BUVF, all three kinds of SER
modes for eDRAM cell must be considered. The memory and
bit modes soft errors are taken place when the storage node has
a logic 1 value while bit-bar mode occurs when the eDRAM
cells contains logic 0 value.
To estimate BUVF for an eDRAM cell containing logic
1 value, the entire lifetime sequence can be considered as
vulnerable sequence if the second memory operation in two
consecutive accesses to that data item is either read or evict. As
shown in Fig. 5 (a), the sequence A is a WW sequence which
is not vulnerable to soft errors. The sequence B represents
the vulnerable WR sequence in which the last write operation
is following by three refresh operations and then by a read
operation.
On the other hand, the BUVF for eDRAM cell containing
logic 0 value is estimated according to the bit/bit-bar ﬂoating
time allocated in vulnerable sequence. As shown in Fig. 5
(b), sequence C, E and G are vulnerable sequences where the
eDRAM cell is in its refresh mode when logic 0 is stored in it.
Even though this vulnerable sequence may seem negligible, it
shares a signiﬁcant portion of BUVF when we take the large
size of eDRAM and number of refresh operations originating
within each vulnerable sequence into consideration.
C. Bit-Upset Vulnerability Factor Analysis of eDRAM Data
Array
The impact of soft errors in the SRAM-based LLC has been
investigated by numerous scholars in the past [22], [21], [16].
However, by replacing the low-capacity SRAM-based LLC
with the new LLC design which beneﬁts from high density
eDRAM technology, new vulnerable sequences are introduced
to the system. This observation inspired us to introduce new
bit-upset vulnerability factor called BUVF which is inspired
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Fig. 5. The lifetime of eDRAM cell. (a) the logic 1 is stored in the cell, (b)
the logic 0 is stored in the cell.

by TVF for SRAM [16]. The BUVF is the proportion of data
items in the vulnerable sequences w.r.t the total data items
that are located in the cache. The BUVF can be calculated as
follows:
(vdi(0) + vdi(1))
BU V F = 
(4)
(exec time × data items)
where vdi(0) and vdi(1) are the vulnerable period for eDRAM
cell containing logic value 0 and 1, respectively. Thus, BUVF
can be calculated as the summation of BU V F0 and BU V F1
for eDRAM cell storing logic value 0 and 1, respectively. The
BU V F0 can be calculated as:
n
l


(data item(0)i × ref dur ×
vul sequencej )
i=1
j=1

BU V F0 =
(exec time × data items)
(5)
where data item(0)i is the ith eDRAM cell storing logic 0
value, ref dur is the period time for each refresh operation
and l represents the number of refreshes occurring in the
duration time of j th vulnerable sequence for data item(0)i .
Meanwhile, the BU V F1 is:
n
k


(data item(1)i ×
vul sequencej )
i=1
j=1

(6)
BU V F1 =
(exec time × data items)
where data item(1)i is the ith eDRAM cell containing logic
1 value, vul sequencej is the duration time of j th vulnerable
sequence for data item(1)i and k represents the boundary
which is the end of memory access to data item(1)i .
A high value of BUVF for a data item located in eDRAM
LLC indicates reduced resiliency to soft errors. Therefore,
we recast the problem of reliable eDRAM LLC design as a
straightforward search for reduced BUVF.
IV.

E XPERIMENTAL S ETUP

We analyze LLC ensemble behavior using traces from
an extended version of MARSSx86 [10]. The traces capture

access type to LLC which are typically read, write, and evict.
A Chip MultiProcessor (CMP) is selected for modeling that
has eight x86 cores which are single-threaded. The detail of
our model can be found in Table I. Twelve applications from
the PARSEC benchmark suite are selected and 500 million
instructions are executed starting at the Region Of Interest
(ROI) after warming up the cache for 5 million instructions.
Furthermore, the simsmall input sets are used for all PARSEC
applications.
We evaluate the proposed scheme for all vulnerable sequences. However, RR and W R are the dominant contributors
to the BUVF of LLC data array because the large size of LLC
provides long-term residency for data items in LLC which
results in the remained vulnerable sequences to be less active
during program execution. Accordingly, the results of data
vulnerability analysis in two major contributors to the BUVF
are described in this paper.

TABLE I.

S IMULATOR CONFIGURATION

Processor

3GHz processor Fetch/Exec/Commit width 4

Private L1-I/D

SRAM, 32 KB, 8-way set assoc., MESI cache

Private L2 Conf.

SRAM, 512 KB, 8-way set assoc., MESI cache

Shared L3

eDRAM, 96 MB, 16-way set assoc.,
16 bank, WB cache

Main memory

8 GB, 1 channel, 4 ranks/channel, 8 bank/rank

6 (a), this sequence is the second largest contributor to BUVF.
Furthermore, the two potential duration sequences M RR and
LRR together account for 0.16 of vulnerability factor across
all workloads, pointing out that the RR sequence contributes
the most to BUVF. This agrees with typical distribution of data
access being read-predominant versus write-perdominant.
SRR

MRR

The results obtained by BUVF characterization and analysis are shown in Fig. 7. The lower BUVF value corresponds
to a lower SER. The BUVF values for raytrace and f acesim
benchmarks are 0.020 and 0.022, respectively, indicating the
high resiliency of them to soft errors. The main reason behind
the reduced BUVF value for these benchmarks is that the data
remained for a shorter period within the vulnerable sequences.
On the other hand, the BUVF value of streamcluster is 0.76
which is the highest BUVF among benchmarks under study.
Even though the data located in LRR sequence only
account for 0.73 percent of total data items as shown in Fig.
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Fig. 6. Distribution of lifetime: (a) the proportion of data items in vulnerable
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Fig. 6 (b) illustrates the sequence distribution of data
instances in eDRAM LLC. The vulnerable sequences account
for about 27.24% of data array lifetime in the cache, among
which RR contributes about 23.45%. The data instances in
M RR and LRR sequences are signiﬁcant contributors to the
he RR time overall. Although the second largest set of vulnerable data are elements located in SRR sequence, this portion
of cache space contributes the second least vulnerability to
BUVF which is the result of spending a small fraction of
program execution time in SRR sequence. This observation
conﬁrms that the long-term residency of a data block in LLC
between two consecutive accesses signiﬁcantly increases its
vulnerability to soft errors. The proﬁle results convince us that
the read intensive benchmarks with medium and long readread instances, i.e. streamcluster, contribute the most BUVF
in the data cache.

%ofdataitems

20

Fig. 6 (a) shows the proportion of data pieces residing
in vulnerable sequences. We categorized each vulnerable sequence into three lengths based on the time interval between
two consecutive accesses to data: 1) Short, 2) Medium, 3)
Long, denoted as SRR/SWR, MRR/MWR, or LRR/LWR, respectively. The short duration sequence indicates data instances
with an interval less than 1 million cycles while this interval
increases from 1 million to 50 million cycles for medium
sub-vulnerable sequence. The data elements with intervals
exceeding 50 million cycles are considered as long duration
sequence. For example, the rightmost orange column for each
benchmark represents the long-term W R sequence which
averages 0.23% across the suite. The second green column
from the left shows the RR elements with medium duration
interval contributing the largest share to the BUVF.
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Measured BUVF behavior for the workloads of the PARSEC suite.

V.

R ELATED W ORK

Asadi et al. [22] proposed algorithms of vulnerability
computation for both L1 and L2 caches. The authors indicated
the vulnerability breakdown of data, tag-addresses, and status
bits. Tag error is analyzed in detail and classiﬁed into three
categories. Whereas Asadi s research is forced on L1 and L2
private cache, Maghsoudloo et al. [21] analyzed the inﬂuence
of coherence protocol on the susceptibility of shared LLC. Two
prediction schemes are proposed to provide correction ability
for dirty data.
The authors of [16] conducted a study to provide insight
into the cache design for manufacturing highly efﬁcient reliable
on-chip cache by assessing the reliability behavior of cache
memories. Meanwhile, an analytical framework is a proposed
by Suh et al. [2] to measure the failure rate in L2 SRAM
cache under any soft error protection scheme. However, these
two works are not speciﬁcally designed for eDRAM.
In terms of eDRAM and DRAM reliability analysis work,
Fang et al. [14] developed an efﬁcient method to predict scaling
trends for both neutron- and alpha- soft error rate. However,
our scheme is suitable for a wide range of soft errors. Shin
[1] proposed a uniﬁed model for alpha-particle-induced charge
collection.
VI.

C ONCLUSION

The recent on-chip eDRAM cache LLC can leverage cache
residency lifetime to assess the vulnerability to soft error.
The proposed BUVF model investigates three SER modes for
eDRAM cells in which the minimum collected charge has the
potential to induce soft error. The Memory, bit and bit-bar
SER modes are identiﬁed and integrated into the proposed
BUVF to accurately capture the various kinds of possible
soft errors in eDRAM cell. We evaluated our model using
LLC ensemble behavior traces obtained from MARSSx86
running PARSEC 2.1 applications. The major contributors to
the LLC vulnerability are identiﬁed according to the results
obtained from our BUVF analysis. Our results indicate that
the two potential duration sequences M RR and LRR together
contribute the most to BUVF, and thus are the primary sources
of the instability within LLC on a multi-core processor die.
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