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Abstract—Scaling trends of reconfigurable hardware (RH)
and their design flexibility have proliferated their use in
dependability-critical embedded applications. Although their reconfigurability can enable significant fault tolerance, due to the
complexity of execution time in their design flow, in-field reconfigurability can be infeasible and thus limit such potential. This need
is addressed by developing a graph and set theoretic approach,
named hypergraph-cover diversity (HCD), as a preemptive design
technique to shift the dominant costs of resiliency to design-time.
In particular, union-free hypergraphs are exploited to partition
the reconfigurable resources pool into highly separable subsets
of resources, each of which can be utilized by the same synthesized application netlist. The diverse implementations provide
reconfiguration-based resilience throughout the system lifetime
while avoiding the significant overheads associated with runtime
placement and routing phases. Two novel scalable algorithms to
construct union-free hypergraphs are proposed and described.
Evaluation on a Motion-JPEG image compression core using
a Xilinx 7-series-based FPGA hardware platform demonstrates
a statistically significant increase in fault tolerance and area
efficiency when using proposed work compared to commonlyused modular redundancy approaches.

I. I NTRODUCTION
The exponential growth in number of switching devices
in very-large-scale integration (VLSI) designs dictated by
Moore’s law has rapidly increased the likelihood of fault
occurrence in hardware systems. This challenge is aggravated
further by the advent of nanofabrication technology which
introduced unprecedented reliability issues. Thus, fault tolerance (FT) techniques for computing systems have received
a considerable attention in recent years. Traditionally, FT
techniques have relied on passive modular redundancy which
have a limited benefit per unit area and power. For many
critical embedded systems such as those used in space and
avionics platforms, unmanned aerial vehicles (UAVs), land
and ocean-based remote sensing units (RSUs), environmental
stress and conditions can result in a failure rate beyond what
fault-handling capability of passive approaches can resolve.
For such applications, immediate hands-on maintenance and
repair is infeasible and hence a duly deployed autonomous
method which caters to fault tolerance using available healthy
resources is crucial for maintaining reliable long-term operation.
With the rise of reconfigurable hardware (RH) over the last
two decades, in-field reconfigurability has opened up new possibilities to incorporate pseudo-intelligent FT attributes such as
self-repair and autonomous fault recovery [1]. Such attributes
are key enablers for efficient and sustainable fault-tolerant

systems. RH is expected to have an essential role in designing future dependable embedded systems [2]. Unfortunately,
exploiting design flexibility of modern RH for runtime FT is
encumbered by the heuristic nature and increasing complexity
of design placement and routing mechanisms. SRAM-based
field programmable gate arrays (FPGAs) being the prominent
example of RH can exemplify this challenge. Execution of
a design flow targeting an SRAM-based FPGA can take an
order of minutes to hours using a high-end multi-processing
machine [3]. For low-performance fabric-embedded cores,
the computational and energy constraints to execute in-field
design reroute can be prohibitive [4]. We emphasize our
observation here based on the current state of computer-aided
design (CAD) tools used with available commercial off-theshelf (COTS) reconfigurable components due to the increasing
trend in using COTS-based embedded systems [5] [6].
In light of this major concern, design-time FT strategies
that minimize reliance on runtime execution of design flow are
sought which can be readily integrated with existing vendor
tools. More specifically, the dominant implementation cost
of reconfigurability feature can be mitigated by preparing an
optimal set of design alternatives at design phase that properly
cover the solution space for reliability exposures at runtime. In
this work, hypergraph-cover diversity (HCD) approach based
on graph and set theory is proposed to attain this objective for
the FT coverage problem on embedded reconfigurable fabric.
The HCD method exploits the strong notion of separability [7]
obtained by union-free hypergraphs [8] to model resource
allocation among distinct design alternatives for highly diverse
and fault resilient designs.
The remainder of the paper is organized as follows. Section
II provides background and summarizes related work. Section
III describes the graph model for proposed work. Section IV
discuses the case study adopted for evaluation and experimental results. Finally, conclusions are given in Section V.
II. BACKGROUND AND R ELATED W ORK
FPGA-based embedded systems have become ubiquitous
computing platforms owing to the increasing embedded system functionality and the low non-recurring engineering
costs (NREs) of embedded processor development using FPGAs. A typical FPGA-based embedded system may comprise
application specific integrated circuits (ASICs) blocks, e.g.
digital signal processors (DSPs), peripheral interfaces, memory
controllers to interface with external non-volatile and main
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memory, a system bus, and a reconfigurable fabric tightly
coupled to a general purpose processor (GPP). The reconfigurable fabric can act as a general hardware accelerator for
performance-critical functions or as a flexible design circuitry
to apply runtime changes such as protocol extensions, bug
fixes, or advanced features to existing implementation [9].
Resources in the reconfigurable fabric are organized in a
regular 2D array of identical tiles. Each tile includes a single
configurable logic block (CLB) as well as switching and connection blocks to facilitate inter and intra CLB connections. A
CLB is also referred to as a logic array block (LAB) depending
on FPGA device vendor. Each CLB is a group of identical
programmable logical cells called slices. A slice can have
several look-up tables (LUTs), flip-flops (FFs), multiplexers,
carry chains, and dedicated gates for combining LUTs to
realize more complex Boolean functions.
A. Previous Work on FT on Reconfigurable Hardware
The regularity and logic density of contemporary reconfigurable architectures are particularity well suited for provision
of runtime FT. A great deal of research has been conducted
in the area of FT of reconfigurable hardware [10] [11].
Most FT approaches that exploit runtime reconfiguration for
fault recovery can be classified as covering approaches or
embedding approaches [12].
In the covering approaches, a set of spare resources are predefined and made available to replace faulty elements [1] [13].
The reconfiguration problem is to find the optimal assignment
of spares to faulty resources such that large combinations of
faulty resources can be covered. In [1], assignment of spare
columns of resources is proposed for single-fault tolerance. A
faulty column is avoided by shifting the column-based design
implementation to a different set of healthy columns. Since
number of spare assignments is low, they are implemented at
design-time and used during system lifetime to provide lowoverhead fault recovery. A single faulty resource in a column
renders the whole column unusable and hence this method can
result in a low area efficiency. The work in [13] distributes
locations of individual spare resources evenly across the
fabric boundary. Distance-based evaluation score is used to
define spare assignment at runtime and incremental runtime
re-routing is required to achieve fault recovery. Although,
this technique can cover a large set of multiple faults, its
practicality can be very challenging given the complexity and
routing overhead of contemporary FPGAs.
Alternatively, embedding approaches make no distinction
between spare and normal resources. A system should have
more resources than what is required to implement an application. Fault tolerance is achieved by remapping (embedding)
fault-effected design into (in) remaining healthy resources.
The challenge in this approach is to define a minimal set of
alternative designs that achieve the target level of fault tolerance. A heuristic search algorithm to generate a set of diverse
designs for single-fault tolerance at the CLB level was recently
proposed in [14]. To the best of our knowledge, no formal

technique based on a theoretical concept has been proposed
as an embedding approach to real-time FT in reconfigurable
systems. In this paper, we exploit the notion of set separability
given by the union-free hypergraphs [8] to identify highly
diverse and fault resilient designs.
A different hypergraph model was previously used in [15]
to define a FT connection topology as a yield enhancement
technique for processor arrays. Hypergraphs were also used to
study the spare assignment problem in the covering approach
of FT processor arrays [16]. In [17], a graph-based software
technique to lower complexity of real-time reconfiguration
problems in distributed service-based systems is discussed.
Although software-based techniques can be helpful to extract
the optimal software-hardware mapping to enable dynamic
real-time reconfiguration, they do not address the cases where
reconfiguration overhead is largely determined by the reconfiguration procedure of the underlying hardware. A designtime approach to realize static configurations using design
disjunction was recently proposed in [18] to address real-time
fault diagnosis and recovery problems without elaboration on
how the disjunct designs are created. The following subsection
will describe the proposed graph model developed herein with
examples.
B. Union-free Hypergraphs
A hypergraph H = (V , Eh ) can be described as a generalization of a graph in which edges Eh , or hyperedges, can
connect any number of vertices. For the interest of this work,
resources will be represented by hyperedges and vertices are
considered distinct designs. Thus, a hypergraph in this representation defines how resources (hyperedges) are allocated
to (connect to) different designs (vertices). Each hyperedge
can be expressed by the subset of vertices it connects to. In
hypergraph theory, a highly strong notion of set separability
is described by a class of hypergraphs known as union-free
hypergraphs. Consider hex , hey , and hez to be three distinct
hyperedges in H. Based on the original definition of unionfree property [19], H is union-free if:
∀ hex , hey , hez ∈ Eh , hex ∪ hey 6= hez

(1)

This definition implies that there are no two distinct hyperedges (resources) in H connected to (utilized by) the same set
of vertices (designs). Fig. 1(a) shows an example of a unionfree hypergraph with six vertices and eight hyperedges and
its incidence matrix in Fig. 1(b). Columns of the incidence
matrix represent hyperedges (resources) and rows represent
vertices (designs). An element xi j of the incidence matrix is
one if hyperedge i connects to vertex j. Therefore, non-zero
elements in each column define the subset of resources used
by each design.
We propose a systematic way for constructing such a unionfree hypergraph using trivial binary matrix manipulations.
Given that embedding approaches require more resources than
what are needed for design implementation, the resource
utilization ratio U is expected to be less than 1. In the next
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Fig. 1: Example of a (a) Union-free Hypergraph and (b) its
Incidence Matrix

section, we describe two novel algorithms to construct the
described hypergraph model for utilization ratio U = 1/2 and
U = 2/3. These target values result in a low area overhead
compared to commonly-used modular redundancy schemes,
e.g. Triple Modular Redundancy (TMR).

an example, assume the size of the target application is A = 6
FPGA slices, the algorithm starts with a zero incidence matrix
having a number of rows r = 2x , where x = dlog2 (2 · A)e, thus
r = 16, and a number of columns equals c = 2 · x, hence c =
8, (lines 1 through 7 of Algorithm 1). For odd-indexed columns
(1, 3, ..., r − 1), the elements indicated by ’one’ are distributed
according to the binary tree pattern depicted in Fig. 2(a). Each
of the even-indexed columns (2, ..., r) is obtained by simply
complementing its immediate lower-indexed column. These
steps are more formally defined in lines 10 through 21 of the
pseudo-code.
The hypergraph given by the resultant incidence matrix
should satisfy condition (1). A further step is needed to
reduce the degree of the graph to γ(H) = A. We observe that
complimentary rows (or disjoint hyperedges) can be deleted
without violating condition (1). Deleting a pair of disjoint
hyperedges will decrement γ(H) by 1 as shown in Fig. 2(b).
This step is repeated until γ(H) = A (lines 22 through 28 of
Algorithm 1).
Algorithm 1: Algorithm for Constructing Union-free Hypergraph for U = 1/2

III. H YPERGRAPH -C OVER D IVERSITY
To construct a union-free hypergraph H suitable for generating resilient designs, two properties have to be maintained:
• First, condition (1) must be satisfied.
• Second, H is a regular1 hypergraph with a degree2 γ(H) =
A, where A is the minimum number of resources required
to implement the application.
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Procedure construct hypergraph H = (V , Eh )
Input: A: Resource count required to implement application
Output: Hypergraph H = (V , Eh )
V := 0/ // set of vertices
Eh := 0/ // set of hyperedges
x := dlog2 (2 · A)e
r := 2x // initial number of hyperedges
c := 2 · x // initial number of vertices
V := {v1 , v2 , ...., vc } // initialize V with c vertices
Eh := {he1 , he2 , ...., her } // initialize Eh with r hyperedges
k := 0 // level index in the binary tree
cindex := 1 // index to loop through each pair of vertices
while (cindex < c) do
p := 2k // parameter to determine number of leaves in
each level of the binary tree
r
2·p // parameter to determine subset of
hyperedges connected to each pair of vertices
i := 1 // index to loop through all r hyperedges

12

e :=

13
14
15
16

while (i < r) do
for m := i → (i + e) do
hem := hem ∪ {v2·k+1 }

17
18

// inclusion of
odd-indexed vertex

for m := i + e → (i + 2 · e) do
hem := hem ∪ {v2·k+2 } //

inclusion of

even-indexed vertex
(b)
19

Fig. 2: (a) Example of Union-free Hypergraph Construction
using Incidence Matrix for U = 1/2 (b) Reducing Degree of
Hypergraph by Deleting Disjoint Hyperedges
We propose the first algorithm, Algorithm 1, for U = 12
which achieves union-free property using only d2 · log2 (2 · A)e
designs. For the sake of clarity, the incidence matrix is used for
the illustration of the proposed algorithm. The corresponding
steps in the graph domain are given in the pseudo-code. As
1 A regular hypergraph is a graph where each vertex has the same number
of edges
2 The degree of a regular graph is the number of edges connected to each
vertex

20
21

i := i + 2 · e
k := k + 1
cindex := cindex + 2
// reduce degree of hypergraph H by deleting disjoint
hyperedges, one pair at a time

22
23
24
25
26
27
28

if γ(H) 6= A then
for every hex , hey ∈ Eh | x 6= y do
if hex ∩ hey = 0/ then
remove hex and hey from H
if γ(H) = A then
return H
end

In a similar manner, an algorithm can be devised for
hardware utilization U = 23 . Algorithm 2 achieves union-free
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resource assignment using d3 · log3 ( 32 · A)e designs. Assuming
A = 5, the algorithm starts with a zero incidence matrix having
a number or rows r = 3x , where x = dlog3 ( 23 · A)e, thus r = 9,
and a number of columns equals c = 3 · x = 6 , as given in
lines 1 through 7 of Algorithm 2.
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Algorithm 2: Algorithm for Constructing Union-free Hypergraph for U = 2/3
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Procedure construct hypergraph H = (V , Eh )
Input: A: Resource count required to implement application
Output: Hypergraph H = (V , Eh )
V := 0/ // set of vertices
Eh := 0/ // set of
 hyperedges
x := log3 ( 32 · A)
r := 3x // initial number of hyperedges
c := 3 · x // initial number of vertices
V := {v1 , v2 , ...., vc } // initial number of vertices
Eh := {he1 , he2 , ...., her } // initialize Eh with r hyperedges
k := 0 // level index in the ternary tree
cindex := 1 // index to loop through each triad of
vertices

10

(b)

11

Fig. 3: (a) Example of Union-free Hypergraph Construction
using Incidence Matrix for U = 2/3 (b) Adjusting Degree of
Hypergraph to Fit Target Application Size
The distribution of the one-encoded elements in the incidence matrix follows a ternary tree pattern among three groups
of columns: (1,4,7,..., etc.), (2,5,8,..., etc.), and (3,6,9,..., etc.).
Since U = 2/3, two thirds of each column’s elements must
be non-zero. As shown in Fig. 3(a), the order of those thirds,
from top to bottom, is (1st , 2nd ), (1st , 3rd ), and (2nd , 3rd ) for
the three groups of columns, respectively (lines 10 through
23 of Algorithm 2). This arrangement results in a union-free
hypergraph in which γ(H) = 23 · r.
By removing hyperedges hex , hey , hez such that:

12

while (cindex < c) do
p := 3k // parameter

to determine number of leaves in
each level of the ternary tree
r
e := 3·p // parameter to determine subset of
hyperedges connected to each triad of vertices

13
14
15
16

i := 1
while (i < r) do
for m := i → (i + e) do
hem := hem ∪ {v3·k+1 , v3·k+2 }

17
18

for m := i + e → (i + 2 · e) do
hem := hem ∪ {v3·k+1 , v3·k+3 }

19
20

for m := i + 2 · e → (i + 3 · e) do
hem := hem ∪ {v3·k+2 , v3·k+3 }

21
22
23

// inclusion of 1st
& 2nd vertices of each triad
// inclusion of 1st
& 3rd vertices of each triad
// inclusion of 2nd
& 3rd vertices of each triad

i := i + 3 · e
k := k + 1
cindex := cindex + 3
// reduce degree of hypergraph H by deleting appropriate
hyperedges, one triad at a time

|hex ∩ hey | = |hex ∩ hez | = |hey ∩ hez | = 2
γ(H) is decremented by two while preserving the union-free
property (lines 24 through 30). If A is an odd number, a
last step to pad the incidence matrix is necessary to reach
γ(H) = A. Padding is conducted by simply adding a pair of
disjoint hyperedges (lines 31 through 36 of Algorithm 2) or
complementary rows as shown in Fig. 3(b) to attain A = 5.

24
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26
27
28
29
30
31

32
33
34
35
36

Fig. 4: Two Equivalent Sets of Separable HCD Resource
Allocations on 2D Array
A salient attribute of the proposed HCD technique that is
crucial to its practicality and effectiveness is the ability to swap

if γ(H) 6= A then
for hex , hey , hez ∈ Eh | x 6= y 6= z do
if |hex ∩ hey | = |hex ∩ hez | = |hey ∩ hez | = 2 then
remove hex , hey , and hez from H
if γ(H) = A then
return H
end
if γ(H) < A then
// add a one pair of disjoint hyperedges
to attain
  γ(H) = A
he1 := { 2c random vertices from V}
he2 := {v | v ∈
/ he1 }
add he1 and he2 to Eh

return H
end

all hyperedges in the hypergraph without violating condition
(1) or degrading the achieved separability of resultant designs.
Fig. 4 depicts how resources are assigned to diverse designs
using a union-free hypergraph for a reconfigurable region of
size 9 · 9 = 81 and application size A = 54. Algorithm 2 is
used in this example to define 12 separable designs. The 81 resources are ordered from left to right and up to down. Fig. 4(a)
shows the arrangement of resources as defined by Algorithm 2
without changing the order of hyperedges. Fig. 4(b) shows how
this arrangement is mapped to an equivalent one by randomly
swapping all hyperedges of the constructed hypergraph. Both

1089

arrangements exhibit the same resource separability dictated
by the union-free property. This feature is important because
routing congestion constraints of tightly-closed resources, as
in Designs: 1,3,7, and 9 of Fig. 4(a), can lead to infeasible
routing. In addition, timing violations can occur if distant
groups of resources, as given by Designs: 2 and 8 of Fig. 4(a),
are used to implement design alternatives. The number of
distinct arrangements that can be constructed is intractably
vast which necessitates the use of CAD techniques for finding
the optimal performance and power consumption goals while
achieving reliability goals.

is favorable to implement DCT block as a hardware accelerator
on reconfigurable fabric. Fig. 5(b) shows the normalized
latency of DCT implementation using software and hardware
processing on the KC705 board. The right stacked bar of
Fig. 5(a) shows modified latency ratios of MJPEG blocks
after a DCT accelerator is implemented on reconfigurable
fabric. The proposed HCD scheme is applied to the DCT
hardware accelerator. Resource assignments of HCD designs
are defined at the slice level and enforced using placement
constraints applied by inserting the placement AREA_GROUP
and CONFIG_PROHIBIT statements in the user constraints
file (UCF) used by the Xilinx place-and-route (PAR) tool.

IV. E VALUATION
A discrete cosine transform (DCT)-based motion-JPEG
(MJPEG) compression core was selected as a case study for
this work due to its widespread use for image and video
compression. Image and video compression applications are
commonly used in space exploration missions, satellites, and
monitoring systems in high radiation-dose and harsh environments. Such systems require rigid requirements in system
reliability and durability. This includes the ability to operate
for a long lifetime while providing adequate processing to
meet increasing future demands. For instance, systems used
in low-orbit satellites are expected to remain in service for up
to 25 years [20]. A failure in an on-board system can render a
mission objective obsolete. For survivable systems under these
conditions where hands-on human maintenance is infeasible,
a form of redundancy is mandatory to replace or mask failed
components.
Evaluation of HCD design approach is conducted on an
FPGA-based computing system using the commercial Xilinx
KC705 FPGA evaluation board [21]. The KC705 board includes a 28nm Xilinx 7-series FPGA, DDR3 and FLASH
memory. Xilinx’s embedded development kit (EDK) and
PlanAhead tools are used to generate the bitfiles for all of
the implementations in this evaluation. Bitfiles are stored in
an external flash memory chip before evaluation procedures
begin. An embedded MicroBlaze soft processor is employed
to monitor system correctness and control reconfiguration flow
for autonomous fault recovery when a failure is detected. We
use Xilinx’s software development kit (SDK) to develop the
software module which runs on the embedded processor to
reconfigure HCD designs onto the device and to control the
FT flow. The processor can be protected against soft and hard
faults using proper techniques such as TMR, rollback, checkpointing, or reconfiguration-based approaches [22] [23]. Partial
reconfiguration using Xilinx’s internal configuration access
port (ICAP) is utilized in this work for rapid reconfiguration.
The MJPEG core comprises different blocks, most of which
are not computationally intensive and, hence, are implemented
by software processing using the embedded MicroBlaze processor. Contrarily, the 2D-DCT block of the MJPEG core
imposes a high computational workload as reflected by the
latency ratio of all blocks in the left stacked bar of Fig. 5(a). To
reach balanced critical paths among MJPEG pipeline stages, it

Fig. 5: Latency Ratio of MJPEG Blocks on the KC705
Evaluation Board
By using a quantifiable image quality metric such as the
peak signal-to-noise ratio (PSNR), the need for hardware error
detection can be eliminated, thereby a large saving in area
and power is achieved [24]. PSNR is based on mean square
error (MSE) computed by averaging the intensity difference
between pixels of recovered and original images. The recovered image is obtained by a fast software-based implementation of the inverse discrete cosine transform (IDCT). The
input test image in this evaluation is a high-resolution satellite
image loaded to the on-board DDR3-DRAM memory before
the evaluation is conducted.
TABLE I: Design Parameters for Implemented TMR and HCD
Technique

Design
Alternatives

HypergraphCover
Diversity

18

TMR

1

Power
Consumption (mW)
Min.
23.29
Avg.
24.11
Max.
25.40
71.01

Resource Count (slices)
Total
Active Resources

844
422

Total
Active Resources

1350
1270

In this evaluation, HCD is compared to the most frequently
used FT technique, TMR, which is the conventional strategy
used by the Xilinx X-TMR FT tool. Table I shows the resource
count and power consumption of a DCT accelerator for HCD
and TMR implementations. 422 slices are required to implement a single DCT accelerator. Algorithm 1 is used to generate
HCD alternatives for hardware utilization U = 12 ; hence total
number of resources is 844 slices. Only 18 design alternatives
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Fig. 6: PlanAhead Layout for a Single HCD Design Alternative
were found sufficient to achieve union-free property. Fig. 6
shows a screenshot of the PlanAhead tool layout of the partial
reconfiguration region (PRR) for an HCD implementation of
a DCT accelerator.
Since FPGA routing resources are configured to realize
the structure of target design using distinct sets of logic
resources, we would expect a low utilization overlap of routing
resources among HCD designs. Fig. 7 shows the proportion
of all used programmable interconnect points (PIPs) according
to their utilization count among HCD designs for the DCT
implementation. We observe a steep exponential decline in
the number of PIPs that are utilized by more than one design.
This observed utilization rate indicates fault resilience of the
proposed method against routing failures as evaluated herein.

Fig. 8: PSNR Results for TMR and Proposed HCD Implementations
large set of possible combinations of fault locations that can be
injected, the upper and lower whiskers indicating the 95% confidence interval of the results are provided at each evaluation
point. A PSNR value for the HCD implementation represents
the highest PSNR found by the embedded processor after
evaluating all 18 HCD alternatives. The proposed FT scheme
maintains a substantially higher image quality throughout the
evaluation. It is observed that image quality of TMR design
deteriorates rapidly as the defect count d becomes larger than
one. Contrastingly, the HCD approach maintains a minimal
degradation in output quality for up to 12 faults and a lower
deterioration rate under a higher defect count with roughly
twice the image quality of TMR.

Fig. 7: PIPs Utilization Overlap among HCD Designs
For TMR implementation, three replicas of a DCT accelerator with a voting logic are realized using 3 · 422 + 4 (for
voter) = 1270 slices. For each replica, an extra 28 unused
slices are found to be required to enable feasible routing. This
issue does not affect the implementation of HCD designs since
half of the total resources in the PRR must be unused.
To compare effectiveness of fault tolerance of HCD and
TMR methods, up to 40 stuck-at faults (SAFs) at LUTs
input terminals are randomly injected based on a uniform
distribution. Input terminals are selected for fault injection
to capture the effect of both logic and interconnect faults.
Fig. 8 shows the averaged retrieved PSNR values over 25
experimental runs for HCD and TMR schemes. Due to the

Fig. 9: Image Quality Comparison under Varying Defect Count
using TMR Scheme
Fig. 9 and Fig. 10 show output JPEG images for an
experimental run using TMR and HCD methods, respectively.
The results here depict the considerable advantage of HCD
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to tolerate faults compared to static modular redundancy. The
effect of hardware defects on image quality of TMR design
can be apparent to human perception for d > 8, whereas in the
case of HCD implementation, degradation in image quality is
hardly distinguishable even for d = 40.

Fig. 10: Image Quality Comparison under Varying Defect
Count using HCD Approach
Table I also indicates the area and power measurements of
the two implementations. The proposed work results in a total
saving of 37.5% compared to TMR when weighed against their
increased area overhead. The average power consumption of
HCD design alternatives is 24.11 mW. Compared to TMR,
HCD achieves a power saving of 66%. This is attributed to
the fact that only one DCT accelerator is needed in the case of
HCD to provide fault tolerance as opposed to the three replicas
of the TMR scheme.
V. C ONCLUSION
In this work, we show that set separability defined by
hypergraph theory can be used effectively to create highly
resilient designs at design-time for provision of low-overhead
fault recovery during system lifetime. Systematic algorithms
to construct design diversity using the union-free hypergraph
model for different target hardware utilization values are also
presented. Results have demonstrated the potential of the
proposed FT method to achieve 37.5% area saving and up
to 66% reduction in power consumption compared to the
frequently-used TMR scheme while providing superior fault
tolerance.
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