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Abstract— This paper seeks to find a way to balance 

microprocessor reliability and power consumption. Rogue 

radiation can affect logical and memory operations in a 

microprocessor and create soft errors. Some methods for 

mitigation can increase reliability by 100 to 100,000 fold, but at the 

cost of doubling the energy use. Some of these methods involve 

duplicating hardware or reusing hardware to verify results of an 

operation.  These come at the cost of increasing energy 

consumption for each operation. After creating and analyzing a 

program using four different methods, the design that yields the 

least amount of energy use is [3]. 
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I. PROJECT DESIGN 

The test program by design will read an input from the users 
of type string or character array. The final output will be the 
number of times that the entered string was found in the 
comparison string already in the program, disregarding the case 
of each character. To achieve this, the program first stores the 
input string in a MIPS register. It will iterate over each of the 
characters one by one until the null terminator. After reading 
each character, it will convert it to the same case as the already 
stored comparison string, then store it in its own register. Next 
the program will read the comparison string one character at a 
time until the null terminator. Each character will be compared 
to the registers populated by the input in the order they were 
populated. If the next register is not equal it will move to the 
next comparison character, and if the next register is null, it has 
reached the end of the input string and all characters have 
matched. When a null register is hit, the program will add one to 
the match counter. After the comparison string is finished, the 
program will output the input string and the amount of times it 
appears in the comparison string. These events are outlines in 
the flowchart in Fig.1. This program was written in this way to 
minimize the number of branching statements and reading 
commands to reduce the energy use. The three test cases 
showing in Fig.2 show the tests used to verify the program’s 
logic. The three variations are the word “knight” with all upper, 
all lower and mix case.  

This will test the programs ability to deal with both cases 
while comparing the two strings. The outputs have been verified 

Fig.1: Flowchart of the assembly program. 

 

Fig.2: Sample outputs of the program. 
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by hand analysis to be correct. The output is meant to show that 
the string was stored correctly and the total number of matches. 

II. MEMORY BIT-CELLS 

 As CMOS technology approaches smaller half-pitches, they 

become more error prone due to radiation effects on their 

components. Rogue radiation particles can affect memory and 

logic operations. These effects can be mitigated by using spatial 

(redundant hardware) or temporal (reuse of hardware multiple 

times) methods. Triple Modular Redundancy (TMR) is a spatial 

redundancy. TMR is the method of creating copies of the logic 

operation to preform the same tasks simultaneously then 

comparing them in a majority gate [5]. If one of the redundant 

operations is affected by a radiation particle, the other two 

instances will overrule it in the majority gate. This can be done 

with N instances, usually an odd  N to avoid ties [1].  

 The TMR drastically increases reliability by a factor of 100 

to 100,000 fold [1], but at the cost of doubling the chip space 

and energy usage. While the increase in reliability of the logical 

operation covers the majority of the area, there is still a strong 

reliance on the majority gate (or voter) to be accurate. There are 

other methods to increase reliability including the use of field 

programmable gate arrays (FPGAs) [6][7] and spintronics [2-4] 

III. RESULTS AND DISCUSSION 

Table 1 displays the energy used for a read operation in the 

designs discussed in [2-4]. Each design has tradeoffs between 

reliability and energy cost. [1] is less energy efficient than [2], 

but costs less to fabricate. Each design should be chosen for its 

application. Most fault tolerant systems are used in mission 

critical tasks such as aerospace, deep space, and other 

applications that need fast, accurate calculations at the cost of 

more energy usage.  

 Table 2 is the total energy used to complete the 

program described in the project description. It includes ALU, 

branch, jump, and other instructions at a constant rate, varying 

for only the memory read instructions based on table 1. 

 

IV. CONCLUSION 

In mission critical computing tasks that are susceptible to 
rogue radiation waves, that can effect logical and memory 
operations of a processor, reliability is key. As components get 
smaller and use less voltage these problems get worse. These 
can be mitigated by adding spatial or temporal redundancy. 
These methods duplicate or reuse hardware to then send all of 
the outputs to a majority gate (or voter). This voter will ensure 
that a single operation cannot be affected by  radiation because 
the likelihood of multiple logical components to be affected in 
the same way is extremely small. Memory and the voter still 
remain vulnerable to radiation. The voter can become more 
robust by using either FPGAs or Spintronics. After surveying 
these articles, design [3] produces the most energy efficient 
design.  
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Table II: Total Energy consumption for the assembly 

program using designs provided in [2-4]. 

 

Design Total Energy Consumption 

FTNV-L [2] 748,821 pJ 

3MR [2] 238,281 pJ 

[3] 101,121 pJ 

[4] 513,871 pJ 

 

Table I: Energy consumption for a single bit-cell read 

operation in the designs provided in [2-4]. 

 

Design 
Energy Consumption 

For Each Bit-cell’s Read Operation 

FTNV-L [2] 1.17 pJ 

3MR [2] 0.366 pJ 

[3] 0.15 pJ 

[4] 0.8 pJ 
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